
 

 
 

 

 

 

 

 

 
 
 

  
 

 
 

 
 

 
  

Securing your  
health information  
on umr.com 

 

These days, it’s important to protect all of your personal information.  At UMR, we take 
your privacy seriously. We follow strict rules and security procedures to help maintain the 
security of your information and restrict access to only you or your authorized providers 
and/or representatives. We want you to know how to control who has access to view your 
health information. That way, you can rest easy knowing your privacy is safe with us. 

Secure login for added protection 
As part of our ongoing e�ort to help keep 
your personal information secure online, 
our umr.com login process now uses HealthSafe 
ID, which incorporates the latest security 
protocols and user experience. Here’s what 
that means for you: 

HealthSafe ID is a secure, centralized 
identity management solution that 
enables access to all participating 
UnitedHealth Group applications with 
a single login.  

HealthSafe ID uses a “multi-factor 
authentication” method to grant your 
access. That means when you set up 
your account, you’ll select a preferred 
method by which the system will identify 
you. The choices are by email, text 
message or phone call. You can 
also choose to indicate the device 
you’re using for sign in is “veri�ed.” 

When you (or someone else) log in 
to the account for the �rst time, the 
system will contact you via your preferred 
method and send an authentication 
message that you must use to complete 
your login. Each time you log in from 
an “unveri�ed” device, the system is 
triggered to authenticate the login. 

* Fictionalized data 

Note: The images shown re�ect available features within our  
desktop site. These features may or may not be available to all  
users, depending on your individual and/or company bene�ts. 

https://umr.com









